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head of US Cyber Command, said
that China and “one or two” other
countries had the ability to take
down the entire US power grid and
other critical systems.2
A 2016 report by infrastructure
engineering and construction consultancy Black & Veatch ranked cybersecurity as the second most pressing issue for electric utilities, only
behind reliability—this was up from
being the sixth- and fourth-highest
concern, respectively, the two previous years.3,4 Alarmingly, the 2016
report indicated that only 32 percent
of electric utilities had integrated cybersecurity systems
with the “proper segmentation, monitoring and redundancies” needed to deal with cyberthreats, while 48 percent had no such capabilities.
The US Department of Homeland Security (DHS) has labeled 16 critical infrastructure sectors as vital (www.dhs.
gov/critical-infrastructure-sectors). All of these sectors
must have electricity, making the energy sector a highly
attractive target. A study by the US Cyber Consequences
Unit indicated that the costs of a single wave of cyberattacks on US critical infrastructures could exceed $700
billion, approximately the same as that associated with 50
major hurricanes.

Cyberattacks against power grids and other
critical infrastructures are increasing in
frequency and severity. Government and
industry stakeholders must take more active
steps to address the problem before a major
catastrophe occurs.

C

yberattacks are increasingly being waged by
state intelligence services or their proxies
against other countries’ government institutions, corporations, and industrial facilities.
National power grids are emerging as a target of choice
given their vulnerability and the massive economic and
social disruption caused by a widespread and lengthy
loss of electricity. A recent contingency planning memo
from the Council on Foreign Relations asserted that
“disabling or otherwise interfering with the power grid
in a significant way could … seriously harm the United
States.”1 In testimony before a congressional panel in
November 2014, Michael Rogers, director of the NSA and
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TABLE 1. Example cyberattacks on power companies and grids.
Date

Incident

February
2011

A Brazilian power plant was infected by the two-year-old Conficker worm, causing the plant’s management systems
to freeze up and not display data.

June 2011

The anarchic hacking group LulzSec shut down the website of Brazilian energy company Petrobras—Latin
America’s largest energy producer—with a distributed denial-of-service attack for part of a day.

2013–2014

A hacker group linked to the Russian government known as Dragonfly or Energetic Bear used a Stuxnet-like Trojan
called Havex to compromise the control systems of more than 1,000 energy fi rms in 84 countries including the US,
Germany, France, Italy, Spain, Turkey, and Poland. The goal appears to have been industrial sabotage.

December
2015

A hacker team called Sandworm used the BlackEnergy malware package to hijack the control systems of multiple
regional power stations in Ukraine, cutting off electricity to about 225,000 people for many hours. Ukrainian
officials blamed Russia for what was the world’s fi rst hacker-caused power outage.

December
2016

Sandworm once again targeted Ukraine’s power grid, this time a transmission facility outside Kiev, knocking out
power in parts of the city and surrounding area for an hour. The perpetrators used Industroyer malware, which
enables direct control of circuit breakers and switches.

May 2017

WannaCry ransomware infected four billing offices of India’s West Bengal State Electricity Distribution Company,
which serve about 800,000 households, and caused bill-payment operations to be suspended for most of a day until
backed-up data could be restored.

First half of
2017

Another Russia-based hacking group, called Dragonfly 2.0 by security researchers, targeted dozens of Western
energy companies, breaking into more than 20 fi rms’ networks and possibly obtaining operational access to some in
the US and Turkey.

US military leaders employ scenario planning to better understand
the risks of such cyberattacks—for example, in a confrontation over Taiwan,
China might try to cut off the electricity to Fort Bragg, California, to ground
US airborne forces.5 In 2007, a Pentagon cyberdefense analyst testified
to Congress that a mass cyberattack
could leave up to 70 percent of the US
without electrical power for 6 months.
Another estimate suggested that a loss
of 4 percent of power in North America
would disconnect almost two-thirds of
the entire grid in the region.6

POWER-GRID ATTACKS

As Table 1 shows, there have been
several cyberattacks against power
companies and grids over the past decade.7–15 These attacks are becoming
more frequent. In 2012, for example,
of 200 or so cyberattacks on US critical
infrastructures, about half of those targeted a power grid.16 Power-grid attacks
are also increasing in severity. ESET

security researchers regarded the Industroyer malware that caused a blackout in Kiev in December 2016 to be the
biggest threat to industrial control systems since Stuxnet, which did substantial damage to Iran’s nuclear program.17
Malware like Industroyer is particularly dangerous because it enables
hackers to do more than carry out
industrial sabotage: it gives them operational access to power companies’
networks, which means they can directly control the interfaces used to
send commands to equipment such
as circuit breakers, switches, and disconnectors and halt electricity flow at
will. Such malware could be secretly
planted and exploited at an opportune
time such as during a confl ict.18
One factor contributing to the vulnerability of power grids is that industrial communication protocols are
often standardized across different
infrastructures, which limits security.
Malware used against one type of industrial control system can simply be

“tweaked” to attack a power grid.19
Another factor is the lack of incentivization—at least until recently—to
implement defenses against cyberattacks targeting power grids and other
critical infrastructure.20,21 Although a
security breach can have catastrophic
consequences, existing equipment at
many facilities is old and expensive
to replace, and upgrades can disrupt
service. Many utilities were originally
designed to be isolated from other
networks to increase resilience; consequently, they often rely on outdated
protocols without established security
mechanisms such as encryption and
authentication, or old software with
well-known vulnerabilities such as
Windows XP.
Utilities are also heavily regulated,
and implementing new technologies
often requires navigating a lengthy
and complicated approval process involving input from policymakers, government regulators, and power company officials.
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Finally, a recent European Commission report noted that a key challenge
is the lack of education about cyberattacks and awareness of their dangers
among legislators and executives in the
energy industry. It argued for greater
coordination among all stakeholders
to gain the necessary technical expertise to design, build, and maintain
smart-grid systems that are secure.22

COUNTERMEASURES

Various actors—including policymakers and government regulators,
energy companies, and power-grid
equipment suppliers—have taken steps
to address the growing problem of
power-grid attacks.

approaches that involve taking the grid
offline.25 Two pending bills introduced
in 2017 include S. 79—Securing Energy
Infrastructure Act (www.congress.gov
/bill/115th-congress/senate-bill/79)
and H.R. 3855—Securing the Electric
Grid to Protect Military Readiness
Act of 2017 (www.congress.gov/bill
/115th-congress/house-bill/3855).
The EU is enacting similar legislation and in some cases is more aggressive than the US by mandating proactive measures. For example, France’s
2014 cybersecurity law requires more
than 200 entities in the energy and
other critical sectors to boost cybersecurity by using certified, domestically
manufactured products. Businesses

Many utilities rely on outdated protocols without
established security mechanisms such as
encryption and authentication, or old software
with well-known vulnerabilities.
Government initiatives

In the US, the Department of Energy
(DOE) and DHS, in consultation with
Obama administration officials and
both private- and public-sector experts, developed the Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2) in 2012 to guide
the implementation and management
of cybersecurity measures and sharing of best practices by utility companies.23 In May 2017, President Trump
issued an executive order outlining actions for federal agencies to strengthen
the cybersecurity of power grids and
other critical infrastructures. It instructs the DOE and DHS to work with
state and local government agencies to
identify risks to the US power grid and
assess the potential consequences of
cyberattacks.24
In recent years, US lawmakers have
also proposed legislation to study cyberthreats to the power grid, the impact of a major blackout (especially
on the military), and potential solutions, including lower-cost “analog”
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that fail to comply face fines of up to
€750,000.26
Following the 2014 cyberattacks on
the US unit of Sony Corporation, Japan
actively took steps to enhance cooperation among the country’s 13 critical
infrastructure industries, including
electricity, by making the Cyber Security Strategy Headquarters part of the
cabinet and establishing the National
Center of Incident Readiness and Strategy for Cybersecurity (NISC) to work
with industry to improve cyberdefenses.27,28 In 2016, the Ministry of
Economy, Trade, and Industry and the
Japan Electrotechnical Standards and
Codes Committee developed specific
cybersecurity guidelines for electric
power control systems such as minimizing connections between internal
networks and the Internet and encrypting daily network traffic.29

Corporate initiatives

Energy providers have responded
to recent power-grid attacks with
their own initiatives. For example, in

August 2012 hacktivists launched a
cyberattack against Saudi Aramco using a virus called Shamoon that erased
the hard drives of 30,000 computers—85 percent of the oil giant’s devices—and shut down the company’s
business for two weeks at a cost of over
$15 million. Following this attack, the
Saudi Electricity Company increased
their cybersecurity investment by 20
percent, putting special emphasis on
protecting electricity generation and
transmission.30
Equipment suppliers are also more
engaged. Siemens and ABB, which
dominate the global market for
power-grid and industrial equipment,
are strengthening their products’ cybersecurity. For example, on its website for transformers, ABB publishes
advisories and alerts about cybersecurity issues. Siemens monitors cyberthreats and issues warnings for operational technology networks, which
monitor and control physical devices,
processes, and events. Siemens also
has dedicated endpoint protection
to stop the execution of malicious
applications.31

P

ast cyberattacks were often
mounted by criminals seeking
economic gain or by disaffected
political activists, but state intelligence agencies and their proxies have
emerged as the dominant and most
dangerous adversaries. These actors
have the resources, personnel, and
tools to infiltrate government and corporate networks and launch devastating attacks.
Among the most potentially damaging cyberattacks are those against
power grids and other critical infrastructures on which modern institutions heavily rely. In the wake of recent alarming incidents, government
and industry stakeholders are awake
to the problem, but progress remains
slow and incremental. Although it’s
impossible to defend against every
cyberthreat, the probabilities of a
successful attack can be reduced. In
W W W.CO M P U T E R .O R G /CO M P U T E R

addition to mandating stronger cybersecurity, governments should provide
additional economic incentives to energy providers and power-equipment
suppliers to implement more robust
measures.
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